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1. Introduction

MLI is committed to safeguarding the privacy and security of all personal data under its
control. The institute ensures that personal information is processed in a lawful, fair, and
transparent manner, in full compliance with the Data Protection Act (Chapter 586 of 2018)
and the provisions of the General Data Protection Regulation (GDPR). MLI takes its
commitment to the appropriate handling and processing of stakeholder data seriously,
ensuring that all data is managed responsibly and in line with these regulations.

1.2 Document control

Version Section Responsibility Authorisation Date
1. Quality Assurance Jesmond Friggieri 2018
2 Academic Department Duncan Borg Ellul/Nicole Borg 4™ July 2024
3 Office of the Principal Jesmond Friggieri 30% January 2025

MLI Data Protection Policy




OMLI Malta Leadership Institute

c/o LCTS, Valley Towers, Suite 9 (Level 6), Valley Road, Birkirkara, BKR9022, Malta, Europe.

2. The Fundamental Principle of the Policy
MLI is committed to safeguarding the privacy and security of all personal data, ensuring that
personal information is processed legally, fairly, and transparently. The Institute fully
complies with the Data Protection Act (Chapter 586 of 2018) and the General Data Protection
Regulation (GDPR) provisions. MLI is dedicated to handling and processing stakeholder data
responsibly and in line with these legal frameworks.

2.1. The Fundamental Principle of the Policy
MLI is committed to safeguarding the privacy and security of all personal data under its
control. The Institute ensures that personal information is processed lawfully, fairly, and
transparently, in line with relevant data protection laws, such as the General Data Protection
Regulation (GDPR) and the Data Protection Act (Chapter 586 of 2018).

2.1.1. Policy Purpose
This policy establishes clear guidelines for collecting, processing, and storing personal data at
MLI. It aims to protect individuals’ rights and privacy, ensure compliance with data protection
legislation, and outline the responsibilities of staff and students concerning data security.

2.1.2. Policy Scope
This policy applies to all personal data processed by MLI, including data relating to staff,
students, tutors, assessors, and external stakeholders. It covers all forms of data, whether
held electronically on paper or in other formats and applies to manual and automated data
processing activities. The policy governs how MLI handles the collection, storage, processing,
sharing, and disposal of personal information in compliance with the Data Protection Act
(Chapter 586 of 2018).

2.1.3. Policy Key Principles

1. Lawfulness, Fairness, and Transparency: MLI ensures that personal data is processed
lawfully, fairly, and in a transparent manner, providing clear information on how and
why data is collected and used.

2. Data Minimisation: Only the data necessary for the specific purpose will be collected
and processed. Excessive or irrelevant data collection will be avoided.

3. Accuracy: MLI ensures that personal data is accurate and kept up to date. Inaccurate
data will be corrected or deleted without delay.

4. Storage Limitation: Personal data will be retained only as long as necessary for the
purposes for which it was collected, after which it will be securely disposed of.

5. Confidentiality and Integrity: Personal data is protected against unauthorised or
unlawful access, accidental loss, destruction, or damage through appropriate
technical and organisational measures.
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6. Data Subject Rights: Individuals have the right to access, rectify, erase, restrict, or

object to the processing of their personal data. MLI will ensure these rights are
respected and facilitated.

2.1.4. Policy Review and Updates
This policy will be reviewed annually by the Office of the Principal to ensure it remains

up-to-date and compliant with any changes in data protection legislation or institutional

procedures. Any necessary updates will be made and communicated to relevant

stakeholders as needed.

2.2. Defining Terms

2.3

In the context of this data protection policy, the following terms are defined as follows:

"Data" refers to information stored or processed by a computer and recorded as part
of a relevant filing system. This includes paper-based filing systems, card indexes, and
other non-electronic data collections that are organised either about individuals or in
a manner that makes information about individuals easily accessible.

"Personal data" is data about a living individual that can be used to identify that
person.

A "data subject" is an individual who is the subject of personal data.

"Processing" encompasses a range of activities, including obtaining, recording,
holding, organising, adapting, altering, retrieving, consulting, disclosing, aligning,
combining, blocking, erasing, or destroying data.

"Sensitive personal data" is personal data that pertains to an individual’s physical or
mental health, religious or philosophical beliefs, membership in a Trade Union,
political opinions, race or ethnic origin, sexual orientation or activity, and criminal
convictions or allegations of criminal conduct.

The Six Data Protection Principles

The commitment of MLI to the six Data Protection Principles, as prescribed by the Data

Protection Directive and the Data Protection Act of Malta, provides a robust framework for

data handling and processing. These principles as per the Article 5 of the GDPR are as follows

(the following principles (extract) were taken from Information and Data Protection

Commissioner website):

(a) processed lawfully, fairly and in a transparent manner in relation to the data subject

(‘lawfulness, fairness and transparency’);
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(b)

(c)

(d)

(e)

(f)

collected for specified, explicit and legitimate purposes and not further processed in
a manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be
incompatible with the initial purposes (‘purpose limitation’);

adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed (‘data minimisation’);

accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay
(‘accuracy’);

kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed solely
for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Article 89(1) subject to implementation of
the appropriate technical and organisational measures required by this Regulation
in order to safeguard the rights and freedoms of the data subject (‘storage
limitation’);

processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organisational measures (‘integrity and confidentiality’).

2.4. Data Protection Commitments and Procedures

Manual.

MLI, being registered with the Information and Data Protection Commissioner (IDPC), Long-
term Data Retention

In compliance with the Data Protection Act (Chapter 586 of 2018), MLI maintains, retains, and
archives student records in Malta, ensuring they are preserved as long as necessary for their
intended purposes. Specifically, student academic records will be archived and readily
accessible for 40 years, in line with the MFHEA External Quality Assurance Accreditation

This includes:

e Admission records, student details, and proof of assessment.

e Demographic information on the student population, including the prevalence of

vulnerable groups.

MLI Data Protection Policy



OMLI Malta Leadership Institute

c/o LCTS, Valley Towers, Suite 9 (Level 6), Valley Road, Birkirkara, BKR9022, Malta, Europe.

e Course participation, retention, and success rates.
e Students’ satisfaction with their studies.
e Employment rates and career outcomes for courses oriented towards employment.

2.5. Information Security Procedures

MLI is steadfastly committed to implementing and maintaining high-security standards across
all systems and processes. The following security measures are enforced to ensure the
protection of data and to safeguard against unauthorised access or breaches:

1. Confidentiality of Passwords: All staff members must keep their passwords secure
and confidential. In the event of an accidental disclosure or suspected breach, the
incident must be reported immediately to the IT Department for appropriate action.

2. Transaction Log Maintenance: Comprehensive transaction logs are maintained across
all IT systems. These logs record activities and operations, providing a clear audit trail
that helps monitor access, detect irregularities, and ensure accountability.

3. Restricted Use of IT Systems: IT systems and resources are strictly reserved for work-
related purposes. Non-compliance or misuse of personal activities is strictly prohibited
and subject to disciplinary action.

4. Prohibition on Data Removal: Unauthorised removal of MLI-related data from the
premises, whether physically or digitally, is considered a severe breach of
confidentiality. Such actions violate not only MLI’s internal policies but
also contractual obligations for all employees.

5. Robust IT Security Measures: MLI ensures the implementation of advanced security
protocols across all IT systems, including those hosted on third-party platforms. This
includes encryption, regular security audits, and multi-factor authentication to
prevent unauthorised access and data breaches.

6. Reporting of Lost Devices: Staff members must immediately notify the MLI Principal
and the IT Department in the event of a lost or stolen device (e.g., laptops, USB drives,
or any portable storage device) that may contain MLI data. Prompt reporting allows
swift action to mitigate potential risks, such as remote data wiping and account
deactivation.

7. Secure Storage of Paper Records: All paper-based records containing sensitive or
personal information must be stored in locked, secure cabinets or rooms. Access to
these records is restricted to authorised personnel, ensuring additional protection
against unauthorised access.
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2.6. Breach of Data Protection
MLI is committed to ensuring prompt and effective responses to data security breaches to
mitigate risks and protect the integrity of personal data. The following policy outlines the
mandatory reporting procedures and responsibilities:

1. Immediate Reporting of Data Security Breaches

Any employee, contractor, or subcontractor aware of a potential or actual data security
breach must immediately report all known details to the MLI Principal. This prompt reporting
is critical to enabling timely action. The scope of incidents that may need reporting is broad,
and even those not explicitly mentioned below should be brought to the Principal’s attention
if they pose a risk to data security.

Examples of Data Security Breaches

The following are typical examples of data security breaches that must be reported without
delay:
e Loss of Devices: Loss or theft of a laptop, mobile phone, or other portable storage
devices (e.g., USB sticks, CD-ROMs) that store personal data.
e System Failures: System malfunctions or crashes that result in the loss, unauthorised
alteration, or corruption of personal data.
e Data Handling Errors: Mistakes during data processing, such as printing errors caused
by incorrect mail merges or mismatched names and addresses.
e Cybersecurity Incidents: Hacking attempts, phishing attacks, or unauthorised access
to MLI’s IT systems.
e Unexpected Events: Incidents arising from unforeseen circumstances, such as fires,
floods, or other disasters, that may compromise data security.

Responsibilities of the MLI Principal

The MLI Principal oversees the response to any data security breaches. Their duties include:
1. External Reporting Coordination: Managing communication with affected clients and
stakeholders regarding the breach, ensuring transparency and timely updates.
2. Incident Response Team Assembly: Convening a dedicated team to investigate the
breach thoroughly, gather evidence, and oversee further reporting requirements.
3. Risk Assessment: Conduct a detailed risk assessment to determine whether the
breach poses significant risks to the rights and freedoms of the affected data subjects.
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This assessment will guide the decision on whether to notify the Supervisory
Authority.

4. Notifying the Supervisory Authority: If required by the assessment, the MLI Principal
will report the breach to the Information and Data Protection Commissioner (IDPC)
within 72 hours of becoming aware of the breach. This process involves submitting
the online notification form, which is accessible here:
https://register.idpc.org.mt/report-breach/

5. Coordination with External Agencies: Liaising with relevant external agencies, such as
law enforcement or cybersecurity experts, to address the breach comprehensively
and mitigate further risks.

6. Media Management: This involves handling communication with the press, ensuring
that accurate and consistent information is shared, and protecting MLI’s reputation
while maintaining transparency.

2. Risk Assessment Guidance

Data controllers can refer to the European Data Protection Board (EDPB) Guidelines 01/2021
for guidance on conducting a risk assessment in response to a data breach. These guidelines
provide a framework for evaluating the impact of breaches on data subjects and determining
appropriate actions.

2.7. Handing Data Subject Access Requests
MLI's Commitment to Compliance with the Freedom of Information Act (FOIA, 2000) and
Environmental Information Regulations. MLl acknowledges the statutory obligations of public
bodies, including government departments, under the Freedom of Information Act (FOIA,
2000) and the Environmental Information Regulations. To support transparency and
compliance, MLI is committed to the following principles and actions:
1. Cooperation with Public Bodies

e Assistance and Collaboration: MLI will actively assist and cooperate with any
public body to facilitate compliance with its information disclosure requirements
under the FOIA and Environmental Information Regulations.

e Timely Transfer of Requests: If MLI receives a Request for Information under the
FOIA, it will transfer the request to the appropriate public body as promptly as
possible and no later than two working days after receiving it.

e Provision of Information: MLI will provide the public body with a copy of all
relevant information in its possession or control, in the format requested, within
five working days of the public body’s request.

e Support in Compliance: MLI will provide all reasonable assistance as requested by
the public body to ensure that it can respond to a Request for Information within
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2.

the legally mandated periods: 20 working days as stipulated in Section 10 of the
FOIA and Regulation 5 of the Environmental Information Regulations.
e No Direct Response to Requests: MLI will not respond directly to any Request for

Information unless it has received explicit authorisation from the relevant public
body.

Role of the Public Body in Disclosure Decisions

MLI understands and respects that public bodies are responsible and have discretion in
determining whether any information is exempt from disclosure under the FOIA or the

Environmental Information Regulations. MLI acknowledges that public bodies may, in

fulfilling their legal duties:

4.

Make Disclosures Independently: Disclose information without consulting MLI if they
determine it necessary under the law.

Consultation with MLI: Consult with MLI regarding the information in question and
consider MLI’s views before making a final decision on disclosure.

Retention and Accessibility of Information

Retention for Disclosure: MLI will ensure that all information generated or obtained
while delivering a contract for a public body or related to the contract is retained to
facilitate potential disclosure. This includes maintaining thorough and organised
records that align with the public body’s transparency requirements.

Inspection of Records: MLI will allow the public body to inspect or audit any relevant
records upon request, ensuring that it has access to the necessary information to fulfil
its disclosure obligations.

Data Protection Compliance in Information Systems

All MLI personnel procuring, developing, or modifying information systems will ensure that

such systems adhere to MLI’s data protection policies, including compliance with the Data

Protection Act (Chapter 586 of 2018). This ensures that any data stored, processed, or

managed through these systems meets the required legal standards for data security,

retention, and accessibility, thereby supporting compliance with data protection and freedom

of information legislation.

3.

1.

Procedure applicable to all Administrative and Academic Staff
All staff should be aware who is the Data Protection Officer appointed within MLI. By

default, if this position does not exist due to size of MLI, by default the Data
Protection Officer will be the Principal of MLI.
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2. All staff should be aware that they will be having access to data pertaining to ‘data
subjects’ in one way or another and thus, they should abide with all the Data

Protection procedures at all times.

3.1. Creation and Modification of Data in Hard Copy and Digitially
All MLI staff responsible for procuring and/or creating any new information systems or
modifying existing systems will ensure that those systems comply with MLI’s Data Protection

Act policy.

3.2. Data Access and Authorization

1.

Staff must only access personal data necessary for their job role (principle of ‘need
to know’ basis).

Access to student, staff, and research participant data should be granted based on
a documented request and approval process by the DPO.

Regularly review user access levels to systems holding personal data (at least
annually).

3.3. Data Collection

1.

2.
3.

Collect only the minimum personal data required for specific purposes and
according to the requirements.

Ensure individuals are informed at the point of collection via a privacy notice.
Use secure platforms (e.g., institutional forms, surveys) for collecting data.

3.4. Data Storage

1.

3.2

12

Data is stored and should always be stored according to the LCTS procedures and
the secure physical or cloud platform institution/company-approved systems,
namely the Google Drive.

Personal data shall not be saved on personal devices or local drives unless
encrypted and approved.

Paper records containing personal data that are stored cabinets shall be always
locked and disposed of securely when no longer needed (shredded).

Data Sharing

Personal data shall be shared only with authorized personnel and for legitimate
purposes.

Personal data shall be always used on secure methods (e.g., encrypted email,
secure file transfer platforms) when sharing data.

Personal data shall never be shared with third parties without verifying a data
sharing agreement is in place.
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3.5.

3.6.

3.7.

3.8.

3.9.
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Email and Communication

Only official MLI email addresses for all communications involving personal data.
Any staff shall always double-check recipient addresses before sending sensitive
information.

If necessary, encryption or password protection is used for attachments containing
personal data.

Data Retention and Disposal

All staff shall follow the institution’s Data Retention Timelines (as per above) to
ensure timely deletion or anonymization of data.

Paper records shall be disposed using cross-cut shredders or approved disposal
services.

Electronic records shall be securely deleted methods for electronic files (e.g.,
overwriting or secure erasure tools).

Training and Awareness

All staff shall have at least a 3-hour session on the importance and regulations of
Data Protection.

MLI Management shall promptly bring staff aware of any changes in MLI policies
and any changes to data protection laws.

MLI staff are obliged to report to the Data Protection Officer (DPO) any
uncertainty or concerns when handling data.

Data Breach Reporting

MLI staff shall Immediately report any suspected data breach to the DPO.

MLI staff shall avoid attempting to resolve the breach alone and report
immediately either to the DPO and/or their immediate Manager.

In the event of a suspected breach, MLI staff shall document the incident and
preserve any relevant evidence which should be immediately passed to the DPO
and/or the immediate Manager.

Working Remotely

In event that any MLI staff is working from home, s/he retains none of any of the
information about data subjects including academic information on personal
devices unless for temporary use and these should be erased immediately.

MLI Staff shall refrain from printing personal data at home unless absolutely
necessary and securely destroy afterward.
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3.10. Research Data Protection

1.

Any MLI staff conducting research that involves data processing, shall obtain
informed consent and ethical approval before processing personal data in
research.

In the event that the researcher is storing research data securely, this should be
anonymized where possible, and follow approved protocols for sharing or
publishing.

Personal data information shall be archived data according to institutional and
funding body requirements.

4. Procedure applicable to students

4.1. Data Collection and Use

1.

Personal data collected includes, but is not limited to, name, contact information,
academic records, attendance, and health/disability disclosures.

Data is collected for academic administration, student support services,
compliance with legal obligations, and enhancement of the learning experience.
Data is used only for the purpose for which it is collected unless explicit consent is
obtained.

4.2. Student Rights Under Data Protection Laws
Students have the right to:

o vk wNE

Access their personal data both data held hard copy format and digitally.
Request rectification of inaccurate data.

Request erasure (the “right to be forgotten”) under certain conditions.

Object to processing or request restrictions.

Data portability.

In the event that they need to have access of how data is kept, this can only be
done through fixing an appointment with the DPO sending an email at
admissions@maltaleadershipinstitute.com.

4.3. Security of Student Data

1.

2.
3.

All student data must be stored securely, with access limited to authorized
personnel.

Digital data must be encrypted and protected with secure passwords.
Physical records must be stored in locked cabinets or restricted access offices.

4.4. Data Sharing and Third Parties

1.

14

Student data will not be shared with third parties without explicit consent, except
where required by law or for essential academic and administrative functions.
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2. Agreements are in place with all third-party processors to ensure data is handled
responsibly.

4.5. Retention of Data
1. Student records are retained only as long as necessary to fulfill academic and legal
obligations.
2. When no longer required, data will be securely deleted or shredded.

4.6. Online Learning, Lecture Recording, and Student Privacy
1. Online classes and lectures may be recorded for educational purposes and made
available to enrolled students.
1. Students will be informed in advance about recordings and the intended use.
All recordings are stored securely and access is restricted.
3. Students have the option to disable video/audio if participation is not mandatory.

4.7. MLI Privacy Disclaimer Form

1. Because of the nature of online teaching and recording practices at the institution,
students must acknowledge and agree to the terms outlined in the MLI Privacy
Disclaimer Form. All students are required to complete the MLI Privacy
Disclaimer Form at the beginning of their programme. This form details how
student data—including audio, video, and images—may be used in relation to
online learning platforms and lecture recordings. They need to complete this form
as seen in Appendix 1. https://form.jotform.com/jesfrig/mli-privacy-disclaimer-
form. Failure to complete the form may restrict a student’s access to online

learning materials or lecture recordings.

4.8. Breach of Data Protection Policy
1. Any suspected data breach must be reported immediately to the Data Protection
Officer (DPO).
2. The institution will investigate and act on any breach, including notifying affected
students where required.

4.9. Contacts and Further Information
1. Data Protection Officer (DPO): [Insert name/contact]
2. Student Support Services: admissions@maltaleadershipinstitute.com.
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Appendix 1: MLI Privacy Disclaimer Form
e Data Protection Form
This consent is being asked in line with Data Protection Law (Cap 586 of Maltese Laws) and
EU General Directive on Data Protection (GDPR - Regulation (EU) 2016/679).
By submitting this form you are consenting to LCTS Ltd (Company Reg. No. C92852) and
henceforth Malta Leadership Institute as part of LCTS Ltd and any person employed within
the organisations mentioned here above to collect, record, organise, structure, store, adapt
or alter, retrieve, consult, use, disclose by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction of personal data
manually or by means of a computer database or otherwise, any information which you
provide to them for the purpose of the administration and management of the company.
o Disclaimer
Last updated: April 15, 2020
1. Interpretation and Definitions
1.1 Interpretation
The following definitions shall have the same meaning regardless of whether they
appear in singular or in plural.
1.2 Definitions
For the purposes of this Disclaimer:
e Company (referred to as either "the Company", "We", "Us" or "Our" in this
Cookies Policy) refers to LCTS Ltd and Malta Leadership Institute, Valley
Towers, Suite 9, Valley Road Birkirkara BKR9022 Malta.
¢ You means the individual accessing the Service, or the company, or other
legal entity on behalf of which such individual is accessing or using the
Service, as applicable.
e Website refers to www.maltaleadershipinstitute.com (Malta Leadership
Institute) or any other website owned by LCTS Ltd that is used by the person
signing this consent form.
¢ Application means the software program downloaded by You on any
electronic device named Zoom or any other softwared used by LCTS
Ltd/Malta Leadership Institute.
o Service refers to all the services including electronic used by the person
signing the consent form in order to attain the requested service.
2. Disclaimer
6. The information contained on the Service is for general information purposes
only.
7. The Company assumes no responsibility for errors or omissions in the
contents of the Service.
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8. In no event shall the Company be liable for any special, direct, indirect,
consequential, or incidental damages or any damages whatsoever, whether in an action of
contract, negligence or other tort, arising out of or in connection with the use of the
Service or the contents of the Service.

0. The Company reserves the right to make additions, deletions,
or modifications to the contents on the Service at any time without prior notice.

10. The Company does not warrant that the Service is free of viruses or other
harmful components.

3. External Links Disclaimer

11. The Service may contain links to external websites that are not provided or
maintained by or in any way affiliated with the Company. The Company does not
guarantee the accuracy, relevance, timeliness, or completeness of any information on
these external websites.

4. Errors and Omissions Disclaimer

12. The information given by the Service is for general guidance on matters of
interest only.

13. Even if the Company takes every precaution to ensure that the content of the
Service is both current and accurate, errors can occur. Plus, given the changing nature of
laws, rules and regulations, there may be delays, omissions or inaccuracies in the
information contained on the Service.

14.

5. Fair Use Disclaimer
The Company may use copyrighted material which has not always been
specifically authorized by the copyright owner. The Company is making such material
available for teaching, consultation, or research purposes of a personal nature. The
Company makes sure where it is possible to
The Company believes this constitutes a "fair use" of any such copyrighted material
as provided for in the copyright law of the European Union.
If You wish to use copyrighted material from the Service for your own purposes that
go beyond fair use, You must obtain permission from the copyright owner or acknowledge
the source of that information.

6. Views Expressed Disclaimer

15. The Service especially during lectures may contain views and opinions which
are not those of the Company and do not necessarily reflect the official policy or position
of the Company.

16. Comments published by users are their sole responsibility and the users will
take full responsibility, liability and blame for any libel or litigation that results from
something written in or as a direct result of something written in a comment. The
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Company is not liable for any comment published by users and reserve the right to delete
any comment for any reason whatsoever.
7. No Responsibility Disclaimer

In no event shall the Company is liable for any special, incidental, indirect, or consequential
damages whatsoever arising out of or in connection with your access or use or inability to
access or use the Service.

8. "Use at Your Own Risk" Disclaimer

17. All information in the Service is provided "as is", with no guarantee of
completeness, accuracy, timeliness or of the results obtained from the use of this
information, and without warranty of any kind, express or implied, including, but not
limited to warranties of performance, merchantability and fitness for a particular purpose.

18. The Company will not be liable to You or anyone else for any decision made
or action taken in reliance on the information given by the Service or for any
consequential, special or similar damages, even if advised of the possibility of such
damages.

9. Online Meetings/Lessons

19. The Company’s policy ensures that no recordings of the meetings are carried
out without the explicit confirmation by You.

20. If a meeting is to be recorded, the Host will ask whether You would like to
join a meeting that’s going to be recorded or not.

21. The Company is not to be held responsible in the case of problems that are
directly related to the application “Zoom” (including but not limited to account hacking,
malware, viruses, sharing of personal data with advertisers, file corruption, zoom bombing
etc.).

22. If you decide to switch on your device’s camera/webcam during the Zoom
meeting, the Company assumes that you are aware of any potential risks associated with
switching on your device’s camera/webcam.

23. In case of recording, Zoom techology will take off the names of the persons
present during the meeting while it leaves the images of the persons who have the camera
switched on.

10. Contact Us
If you have any questions about this Disclaimer, You can contact Us:
e By email: info@maltaleadershipinstitute.com

e By visiting this page on our
website: http://maltaleadershipinstitute.com/en/privacy-policy.htm
e By phone number: +356 27422299/79294135
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e By mail: Malta Leadership Institute, Valley Towers Suite 9 Valley
Road, Birkirkara BKR9022 Malta

ID Card No*

First name*

Surname *

Address*

Home Telephone

Mobile

E-mail*

Data Protection Act 2018 - Declaration

By completing this form, | give permission for my data to be held in LCTS Ltd/Malta

Leadership Institute databases and agree that they may process personal data relating to
me for personnel, administration and/or management purposes of the above mentioned
institituion.

As Administrators we are obliged to send you emails or SMSes from time to time to keep you
updated about events of the LCTS Ltd/MLI.

Which communication means do you prefer?* Mobile/SMSEmailBoth
Consent™®: | agree with the statement above
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Appendix 2: Data Protection Frequently Asked Questions (FAQs)

1. Data Protection: What does it mean?
Data protection, regulated by Data Protection Malta, broadly refers to the confidentiality and
security of personal data and the rights of individuals to access the information held by
various entities. Personal data can include anything from names and contact details to
opinions and images captured on CCTV. Data Protection Malta establishes standards for
handling personal data and creates an ombudsperson for information management.

2. When is Data Protection relevant to MLI businesses?
While corporate information does not qualify as "personal data," details about individual
contacts at client offices, suppliers, members, and visitors do. The processing of personal data
is most prevalent in workplaces.

3. What does Notification entail?
Unless exempt, organisations must register for data protection. This is especially the case for
businesses involved primarily in data management. However, certain ancillary activities might
necessitate registration even for exempt bodies.

4. What are the Data Protection principles?
Organisations must adhere to Malta’s Data Protection Principles when handling personal
data. The Data Protection Policy & Procedures Malta details these principles and their
applications in a work context.

5. Can individuals access their data?
Organisations must legally allow individuals to access their personal data upon request within
a specified period (40 days).

6. Are there other data protection rights?
Individuals have the right to object to using their data for direct marketing. Organisations
must honour this right and cease any related activities upon request.

7. How might data protection law personally affect you?
Data Protection Malta law includes penalties for individuals who breach its provisions.
Unauthorised acquisition or disclosure of personal data is a criminal offence. Personal data
should be treated confidentially, used only for relevant business activities, and stored
securely.

8. Where a person can find further information?
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A person can find further information in the Information Protection and Data Commissioner
(IDPC) website: https://idpc.org.mt/.

21 MLI Data Protection Policy


https://idpc.org.mt/

